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Abstract—The advent of deep neural networks in natural
language and speech processing has created a new attack vector
in the form of synthetic voices cloned from less than 30-seconds
of voice sample from a human counterpart. Effectively detecting
spoofing attacks is critical for any speech application that uses
voice for authentication, verification, and identification. With the
rapid rise of highly effective speech synthesis, it is challenging
to identify synthetic voices while generalizing to novel voices,
synthesizers, and channel conditions. In this paper, we present a
model aimed at identifying synthetic voices and demonstrate its
effectiveness and generalizability. We further motivate the need
for the research community to consider channel conditions when
detecting voice spoofing. Our work demonstrates that channel
conditions play an inordinate role in identifying a spoofed voice,
and detection techniques that do not consider variable channel
conditions will exhibit high error rates.

Index Terms—synthetic speech detection, voice authentication,
anti-spoofing

I. INTRODUCTION

In November 2023, the US Federal Trade Commission
(FTC) announced a voice cloning challenge to address the
“present and emerging harms” of such technologies'. In Jan-
vary 2024 during the New Hampshire primary, a robocall
cloned from President Biden’s voice urged citizens not to
cast ballots?. As the need for voice recognition grows (banks
using voice as a biometric print, phones unlocking via the
owner’s voice), the ability to spoof and impersonate voices
using deep learning-based speech synthesis systems has also
significantly improved. Such high-quality text-to-speech (TTS)
synthesis and voice cloning (VC) approaches can successfully
deceive humans and automatic speaker verification systems.
Commercial and open-source voice cloning systems can gen-
erate an audio sample reproducing a source voice saying any
given prompt. This vulnerability creates the need for systems
that can distinguish between authentic voices and spoofed
voice clones to protect voice-based authentication systems
from adversarial attacks.

Contributions: Liveness detection identifies a set of charac-
teristics intrinsic to a real human voice [1]. In the context
of voice authentication, this effort targets the identification
of spoofed voices. Such features include articulatory gestures,
vocal pitch and depth, etc. There are several approaches aimed

Uhttps://www.ftc.gov/policy/advocacy-research/tech-at-
ftc/2023/11/preventing-harms-ai-enabled-voice-cloning

Zhttps://www.npr.org/2024/02/07/1229856682/what-a-robocall-of-bidens-
ai-generated-voice-could-mean-for-the-2024-election
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at solving liveness detection; a primary concern, however, is
the generalizability of a solution: existing countermeasures can
only detect spoofed voices using prior knowledge of existing
VC models, hindering generalization. Developing voice au-
thentication systems that are resilient to a range of spoofing
techniques hinges on robust feature extraction such that the
model requires little re-calibration to detect novel spoofing
attacks.

We present a model that generalizes better than existing
solutions (cf. Section IV). Further, we call attention to the
dependence on channel conditions during liveness detection
(cf. Section VII); most detection models are trained on clean
data in (near) optimum channel conditions (no background
noise, high-fidelity codecs, etc.). Consequently, such models
exhibit high error rates when faced with detecting voice spoofs
that occur in the real world over noisy channel conditions, such
as a telephone call using codecs that can alter the shape and
relevance of extracted features used for speaker verification.

II. RELATED WORK

Synthetic-based voice attacks using TTS typically consist
of three modules: a text analysis model, an acoustic model,
and a vocoder. To generate synthetic spoofed audio, raw
audio is collected with an associated transcript. Next, the TTS
model is trained using the collected data to build a synthetic
speech model. WaveNet [2] was the first end-to-end speech
synthesizer that directly used raw audio for training, and
showed a mean opinion score (MOS) very close to human
speech. Similar quality was shown by other TTS systems
such as Deep Voice [3] and Tacotron [4]. These breakthroughs
in TTS and VC technologies made spoofing attack detection
more challenging.

While VC generation has improved considerably in recent
years, the accuracy of liveness detection lingers around 80%
on open-source datasets [5]. Though performance is strong
from an academic perspective, it is insufficient for real-
world applications. Given two major emerging issues, i.e.,
less-than-perfect accuracy of detection and widened target
range, adaptability of liveness detection has become a critical
consideration.

The most significant body of work on liveness detection is
driven largely by the ASVspoof challenges and datasets [6]—
[8]. The reported performance of these models is based on a
limited set of TTS synthesis algorithms. ASVspoof 2019 is
based on the VCTK dataset (version 0.92) [9], which features



110 native English speakers with various accents recorded
in a studio environment. The limitations of this ASVspoof
challenge and resulting models are highlighted in [10]. In
this work, researchers implement twelve of the most popular
architectures and identify fundamental properties for well-
performing voice clone detection. They further introduce a
new voice spoof dataset® which consists of 17.2 hours of
high-quality voice clones and 20.7 hours of authentic material
from 58 politicians and celebrities. Results demonstrate that
liveness models generally perform poorly on such real-world
data underlining the discrepancy between reported and actual
generalization ability.

Chaubey et al. 2023 proposed a speaker-specific threshold
technique for liveness detection [11]. The approach uses
enrollment samples to compute an adaptive intra-speaker
threshold, computed using the equal error rate (EER) metric
(defined in Appendix A). The threshold for a particular dataset
depends on the inter-speaker and intra-speaker separability of
the audio samples in the speaker embedding space. Further,
this separability depends on the speaker distribution and
recording conditions present in the dataset. Results showed
a superior performance as compared to a fixed threshold
approach. However, the datasets used were all composed of
high-quality audio (VoxCeleb, VCTK, FFSVC). Chaubey et
al.’s model also shows degraded performance under variable
microphone distances, highlighting the challenge of differ-
ences in channel (recording) conditions. Indeed, Gupta et al.,
2024 presented a survey on strategies and vulnerabilities in
Automatic Speaker Verification (ASV) [12]. In this survey,
authors point to the importance of evaluating over-the-air
performance, over various channels, due to increased chances
of successful attacks under these conditions.

Although liveness detection is an active area of study,
further research is still needed to address the existing gaps,
particularly as it relates to real-world, noisy environments and
spoofed voices derived from different TTS systems.

[II. VOICE CLONING MODELS AND DATASET
PREPARATION

Three open-source synthesizers are used to generate voice
clones: 1. XTTS*, 2. StyleTTS2 [13], and 3. YourTTS
[14], all of which have been found to achieve state-of-the-art
performance in voice-cloning tasks.

Dataset Generation The reference human speech is taken
from three sources: 1. 110 real speakers from the VCTK
dataset, 2. a single speaker extracted from the Mozilla Com-
mon Voice data (MozVox), and 3. an anonymous, proprietary
single-speaker dataset referred to as AnonVox, collected for
TTS training and included for its unique studio recording
environment. The MozVox speaker was selected as the leading
English speaking contributor to the Movilla Common Voice
dataset at the time of this study. Both MozVox and AnonVox
are generated from male speakers. For each speaker in all the

3 https://deepfake-demo.aisec.fraunhofer.de/in_the_wild
“https://github.com/coqui-ai/TTS

TABLE I
DATASET DISTRIBUTION

| MozVox | AnonVox | VCTK

Real 3,601 3,601 44,057
StyleTTS2 3,601 3,601 44,057
XTTS 3,601 3,601 44,057
YourTTS 3,601 3,601 44,057

datasets, a 30-second reference audio sample is extracted by
randomly selecting audio, trimming silence, and concatenating
segments. At the end of this process, we obtain 112> 30-
second reference audio files that can be used to clone new
utterances across each of the three synthesizers. Spoofed audio
samples are created using the reference audio and the desired
output text transcript. The result is a spoofed audio file of the
reference voice saying the words in the given transcript.

These real and synthetic voice pairs are used in training and
testing. In all, the dataset consists of 51,259 real voice samples
and 109,720 voice spoof samples as shown in Table 1.

IV. TITANET MODEL FOR LIVENESS DETECTION

The liveness detection model presented in this work is
based on Titanet [15]. Titanet is a convolutional network-
based model, largely derived from ContextNet with an adaptive
pooling layer. It is trained directly to classify speakers based
on audio samples of their speech. To apply the model to
novel speakers, a speaker embedding is extracted from the
penultimate layer. Titanet uses additive angular margin (AAM)
loss to optimize the distance between speaker embeddings
[16]. The extracted embeddings can then be compared using
cosine similarity to determine a distance measure, and a
threshold can be chosen to determine whether samples belong
to the same speaker. However, the cosine similarity method
itself is insufficient for the task of liveness detection as it
struggles to fully disambiguate between the real speaker and
the synthetic voice, as seen in Figure IV. In the figure, all of
the synthetic voices overlap with the real voice: StyleTTS2,
despite being separated from the real distribution, still shares a
long tail with the real voice. The synthetic voices generated by
the other two TTS engines show a more pronounced overlap.

Table II further demonstrates this failing by presenting the
EER for each synthesizer on the AnonVox dataset using the
cosine similarity of Titanet embeddings. StyleTTS2 has the
lowest EER, but the EER is high enough to make it unsuitable
for real-world deployment. Equal rate is described in Appendix
A.

TABLE II
THE EER (%) FOR EACH SYNTHESIZER ON THE ANONVOX DATASET
USING COSINE SIMILARITY OF TITANET EMBEDDINGS.

YourTTS | XTTS | StyleTTS2
26 | 207 | 48

Motivated by this limitation, this work proposes extending
the speaker embedding method by treating the embeddings as

3110 unique VCTK speakers, plus the two single speakers.



a feature set for additional classification models. In our model
pipeline, the Titanet embeddings, composed of 192 elements,
are used as input to a Support Vector Machine (SVM) model
which classifies a data point as either a spoofed or real voice.®

The advantage of the Titanet-SVM model is that it allows
a smaller model (SVM) to be quickly trained using limited
training data derived from the output of a large pre-trained
model (Titanet). Using the embeddings from Titanet to train
an SVM model allows for rapid prototyping and exploration.
When a novel synthesizer appears in the wild, it is easier
to train an SVM model using embeddings than it would be
to train larger, dedicated spoof-detection models that require
thousands or even millions of observations to adapt to the
novel synthesizer. The Scikit-learn implementation of SVM
was used with the default parameters and trained with various
datasets as described in the following sections [17].

We test the efficacy of our augmented model across diverse
conditions by isolating three axes of variation: 1. distinct
voices; 2. multiple synthesizers; and 3. channel conditions.

V. VOICE DIVERSITY EXPERIMENT

Titanet is designed as a speaker recognition model. Thus,
it is expected that the characteristics of a person’s speech are
reflected in the corresponding speaker embedding. However,
it is not clear that the embedding is capable of distinguishing
synthetic voices in general from real voices; it may be that the
embedding may encode the synthetic variant of a speaker sim-
ply as a distinct speaker. If the synthetic features themselves
are not distinguishable, the SVM model will fail to generalize
for a held-out set of speakers with real and synthetic samples.

A. Data and Design
To test the extent to which spoofed features can be identified
and spoofed voices separated, we use the multi-speaker VCTK

6Random Forest models were also trained to similar results, which are
omitted for brevity.
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Fig. 1. Cosine similarity between a held-out subset of real recordings and

synthetic and real sources. This comparison used the AnonVox dataset.

dataset and derive spoofed voices using the StyleTTS2 synthe-
sizer’. Each VCTK speaker has roughly 400 utterances with
corresponding transcripts from which another 400 synthetic
utterances are generated for each speaker using StyleTTS2.
This process yields about 88,000 utterances or 44,000 (real,
synthetic) voice pairs. Early experimentation on this dataset
indicated that the SVM model was able to separate real voices
from synthetic voices with a small training set — both real
and synthetic — of about 10% of the speakers was enough to
separate the real and synthetic voices of the 90% remaining
speakers.

B. Results and Discussion

Figure 2 shows the classification accuracy of the SVM
model as it determines which embeddings correspond to
the real speaker and which are synthetic. The classification
accuracy is asymptotic to 1.00 at about 6 speakers in the
training set; adding more speakers in the training set does not
improve the accuracy. To gain confidence in the results, and to
avoid picking a particularly good (or bad) set of speakers by
chance, we ran the above experiment 200 times, randomly
shuffling the speakers in the train/test sets to mitigate the
effect of differing numbers of samples, quality of particular
voice spoof samples, and other sample idiosyncrasies. The
90% confidence interval is shown in the shaded portion of
Figure 2.

This experiment demonstrates our contention that limited
training data — only a handful of speakers — is required to
accurately train an SVM model. Figure 2 shows that Titanet-
SVM trained on a few speakers generalizes well to a much
larger set of held-out speakers. It is unlikely that a single
speaker can represent 88% to 97% of the speaker diversity
of the VCTK dataset, as demonstrated in Figure 2. This
result instead indicates that the Titanet embeddings contain
identifying characteristics of the StyleTTS2 model and the
SVM can find a hyperplane separating the real and fake voices.

VI. SYNTHESIZER DIVERSITY EXPERIMENT

The results of Section V illustrate that Titanet-SVM is capa-
ble of distinguishing spoofed voices based on the characteris-
tics of the synthesizer. However, since this experiment used a
single synthesizer, StyleTTS2, it remains unclear whether dif-
ferent synthesizers have common signatures reflected in their
Titanet embeddings such that knowledge of the features of one
synthesizer enables the detection of another. ASVSpoof 2019
[6] in particular has attempted to address this problem through
experiment design, where the training set had 6 synthesizers
and the evaluation set had another 11 held-out synthesizers.
However, a zero-day vulnerability is always present as there is
no guarantee that future synthesizers will share characteristics
with current ones. This experiment aims to evaluate how well
the Titanet-SVM is capable of adapting to a handful of novel
synthesizers.

TThe choice of using StyleTTS2 was primarily driven by its low latency in
generating synthetic voices from a large corpus like VCTK.



Fig. 2. Classification accuracy by number of training speakers for Titanet-
SVM. The selected speakers were chosen randomly 200 times per datapoint
to estimate the confidence interval.
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TABLE III
IN-DOMAIN AND OUT-OF-DOMAIN PRECISION (IN %).

Evaluation
Train YourTTS | XTTS | StyleTTS2
YourTTS 100 79.3 27.0
XTTS 85.1 100 34.1
StyleTTS2 51.2 21.9 100

A. Data and Design

The MozVox, AnonVox, and VCTK datasets were combined
and utilized for this experiment, each contributing 3601 utter-
ances. The VCTK dataset was subset randomly in order to
balance the contributions from the various sources. Thus, in
all, we curate 10,803 human utterances. Each human utterance
will be used to generate a synthetic utterance from each of
the YourTTS, XTTS, and StyleTTS2 synthesizers. In total
we obtain 43,212 utterances. With this data, a set of three
SVM models were trained, each is trained on a single, distinct
synthesizer with its real pairs and tested on the two held-
out synthesizers in addition to a held-out test set of the
in-domain synthesizer. When used as the training set, each
synthesizer+real dataset was split 90/10 into training and test
sets.

B. Results and Discussion

Table III shows that the cross-synthesizer performance is
highly dependent on the synthesizer used to train the model.
Training on certain synthesizer embeddings, like XTTS, results
in models that are highly effective for out-of-domain data,
whereas the other two are much less effective in general. From
analyzing the model architectures, it would appear that all
three synthesizers use the HifiGan vocoder [18]. However, if
there were artifacts present in the speaker embeddings as a
result of this vocoder specifically, it would be expected that
there would be a mutual classification benefit, which is not
apparent in the results.

For comparison, and to demonstrate that loss of accuracy on
out-of-domain data is not a quirk of the Titanet-SVM model,

RawGAT-ST [19], a model trained on ASVSpoof 2019, was
also evaluated on the VCTK® real vs StyleTTS2 samples;
its overall accuracy was 75%. The analogous experiment
with Titanet-SVM yields a comparable accuracy of 77.2%.
Likewise SSLAntiSpoofing [20], a model built for ASVSpoof
2021 [8], records an accuracy of 53.2% on this same dataset
[21]. These models were chosen because they are some of the
best-of-breed models at the date of this study.

VII. CHANNEL DIVERSITY EXPERIMENT

Titanet was trained on data collected from a variety of
environments, microphones, codecs, etc. Recording conditions
ideally would have minimal influence on extracted embed-
dings. In a voice-authentication setting, a model should be able
to identify a speaker calling in from different sources under
different conditions as the same speaker. This would require
that the model embeddings minimize these variances and focus
on the characteristics of the speaker. This experiment aims to
test the impact of channel conditions on the extracted speaker
embeddings.

A. Data and Design

The three speech datasets were collected under differ-
ent recording conditions. The VCTK dataset was recorded
in a hemi-anechoic chamber. The recording environment of
MozVox is unknown but is seemingly consistent. Due to
the volunteer nature of the dataset and the quality of the
recordings, it was likely recorded on a laptop microphone.
AnonVox is composed of recordings collected for commercial
use and is not publicly available. The utterances were recorded
in a private recording studio. While it is already understood
that noisy environments can have a significant detrimental
effect on liveness detection [22], it should be noted that none
of these samples were recorded in what could be considered
‘noisy’ environments. All of the samples are near pristine in
terms of recording conditions.

Using the human-generated and YourTTS cloned audios
generated from VCTK, MozVox and AnonVox, Titanet embed-
dings were generated and used to train various SVM models. A
subset of 3,000 samples from each of the three datasets were
used in turn as the training set and the remaining datasets
were held out as test sets. For comparison, three other spoof-
detection models that were trained partially or entirely on the
ASVSpoof2019 dataset were also tested on these datasets®.

B. Results and Discussion

Table IV shows the accuracy of the four liveness models
on out-of-domain channels, where out-of-domain here refers
to data collected under different recording conditions (across
different datasets). Generally, the in-domain performance is
quite good across all models. However, performance on out-
of-domain datasets drops significantly, with a few exceptions.
Titanet-SVM trained on AnonVox performs surprisingly well

8The training dataset of ASVSpoof 2019 is descended from VCTK. Thus
VCTK is an appropriate comparison.
9See footnote 8, ASVSpoof will be labeled here as VCTK



TABLE IV
DEPENDENCE OF PERFORMANCE (IN %) ON ENVIRONMENTAL
CONDITIONS. SAME DATASET PERFORMANCE IS ON A HELD OUT
EVALUATION SET (90/10 SPLIT).

Evaluation

Model Train VCTK | MozVox | AnonVox
VCTK 100 63.0 54.5
Titanet-SVM MozVox 58.3 100 68.7
AnonVox 83.0 93.0 100
RawGAT-ST VCTK 96.7 472 60.6
SSLAntiSpoofing VCTK 98.7 91.5 66.0
SASV [23] VCTK 99.6 50.0 52.2

across all datasets. The reason for this generalizability is not
immediately clear. SSLAntiSpoofing also performs quite well
on MozVox, but this may be due to the model’s usage of
wav2vec 2.0 XLSR [24] as a backbone, which is trained on the
Common Voice dataset. MozVox is a single voice contained
within the Common Voice dataset.

It is possible that a training dataset with sufficient channel
variation would ameliorate these channel effects, but this
remains to be seen. The external models compared here
are trained on tens of thousands of examples. Beyond this
already cumbersome training size, to offset the lack of vari-
ation present in the training data, these models are often
supplemented with additional noise or temporal augmenta-
tion. What’s more, the poor performance of state-of-the-art
models trained on channel-diverse datasets, like InTheWild
and MLAAD, suggests that the problem is not easily solved
[10], [20]. The Titanet-SVM models in Table IV on the other
hand, are trained on 5,400 total samples. The need for less
training data makes Titanet-SVM much more adaptable to
novel channel input.

VIII. CONCLUSION

This work highlights the difficulty of liveness detection
across the main axes of variability in the wild - speaker,
synthesizer, and channel. Speaker voice variability, keeping
aside synthesizer and channel diversity, can be achieved eas-
ily with modern liveness models. Robustness against unseen
synthesizers was examined in ASVSpoof 2019, however,
leading models from the competition fare poorly against
novel sythesizers. Likewise, channel variation was examined
in ASVSpoof 2021, but novel datasets confound the leading
models from that competition.

While these competitions are useful, this work demonstrates
that solutions that excel with in-domain data struggle to gen-
eralize to common sources of variability. We demonstrate that
spoof-detection which is resilient to channel conditions and
robust against unseen synthesizers is an unsolved problem and
emphasize the importance of synthesizer and channel diversity
in future liveness detection endeavors. Though Titanet-SVM
suffers these same limitations, it is able to uniquely deal
with these challenges through its ease of adaptation to novel
scenarios.
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APPENDIX A
EQUAL ERROR RATE

EER is a common metric for comparing models, especially
in biometric systems. It is calculated by setting a threshold
such that the false positive rate is equal to the false negative
rate. For a model such as Titanet the metric being calculated
between any two particular samples is a cosine similarity with
values mostly between O and 1. The similarity value can be
used as a discriminant and then the threshold can be chosen
such that the false positive and false negative rates are equal.
The value of the error at that threshold is reported as the EER.
Lower values of EER are preferred.



